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Abstract – The aim of the paper is to present one of the 
laboratory exercises for students in the Technical University of 
Sofia. This lab explores the possibilities for conducting man-in-
the-middle (MITM) attacks in industrial networks when using 
one of the most widely spread protocols - Modbus and then 
explores the capabilities for protecting from MITM attacks by 
changing the communication protocol from Modbus to Secure 
Modbus.  
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I. INTRODUCTION 

Today, the cybersecurity [4] is very actual research area. 
The author of this paper is assistant at the Faculty of 
Computer Systems and Technologies at the Technical 
University of Sofia and conducts laboratory exercises with 
bachelor students in various disciplines related to 
cybersecurity and IoT. One of these disciplines is "Internet of 
Things". According to the curriculum, there are 5 laboratory 
exercises, each lasting 4 hours. One of these labs is dedicated 
to the cybersecurity of Industrial Internet of Things (IIoT) 
protocols and is titled "Research on specific solutions for 
network and information security in IoT".  

The task in this lab is to investigate the possibilities of 
attacking the Modbus [2] protocol, to protect it by 
encapsulating it in the TLS protocol, and to test whether the 
protected traffic that uses the secure version of the protocol 
(Secure Modbus) can be compromised. For this purpose, the 
students have to implement a project of a sample traffic light 
system [5] using Programmable Logic Controllers (PLC). It 
should not be forgotten that modern methods are welcome, e. 
g. [6]. 

For the software implementation of the project, the Siemens 
SIMATIC STEP 7 (TIA Portal) v17 software package is used 
[1,3], which makes it possible to configure, program, test and 
diagnose the PLC controllers, Human Machine Interface 
(HMI) panels, and other devices. 

The labs are conducted in a laboratory of the Department 
"Information Technologies in Industry" and the hardware used 
are Siemens controllers. They are chosen for performing the 
lab because after a study of different PLC controllers has been 
conducted, the results showed that Siemens PLCs are the only 
ones that have implemented the Secure Modbus protocol. 

The TIA Portal v17 software is used for creating the 
configuration and the logic of the controller, setting the 
network topology of all the devices, and designing the 
Graphical User Interface (GUI) of the HMI panel. The 
function for creating and signing certificates is used for the 
implementation of Secure Modbus communication. 

The aim of the paper is to explore the capabilities of one of 
the oldest and most widely used protocols - Modbus for 
protecting industrial networks from man-in-the-middle 
(MITM) attacks [6], due to the fact that Modbus is 
implemented in almost every PLC controller. The proposed 
laboratory exercise investigates the security of a smart traffic 
light system (part of a smart city) based on Siemens industrial 
controllers and the use of Modbus and Secure Modbus 
protocols for the connection between the controllers. 

II. USING SIEMENS PLC FOR TRAFFIC LIGHT 

CONTROL SYSTEM  

The algorithm of the traffic lights, which are located in the 
corners C1—C4 at the intersection of two equivalent 
highways A—A and B—B is shown in Fig. 1.  

 

 

Fig. 1. Intersection of two equivalent highways 
 
At the beginning the traffic light system is in state 0, in 

which the red lights on sides 1 and 3 ("Red 1"), and the green 
lights on sides 2 and 4 ("Green 2") are on for a predefined 
interval of time. Then the green and red lights will go out 
simultaneously and the yellow lights will light up on all sides 
for 1 second. After that, the yellow lights will go out and the 
green lights on sides 1 and 3 ("Green 1") and the red lights on 
sides 2 and 4 ("Red 2") will be on for a predefined interval of 
time. At the end of the loop, the green and red lights will go 
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out and the yellow lights will light up again, after which the 
traffic light system goes to state 0, in order to start the loop 
again. Usually, the yellow light is turned on for 3 to 5 
seconds, depending on speed limit and other factors, but for 
the laboratory exercise the value is chosen to be 1 second. The 
red and green lights are switched on for certain time intervals, 
which depend on the traffic intensity and traffic situation at 
the intersection. The time duration of "Red 1" and "Green 2" 
is interval A. Accordingly, the time duration of "Green 1" and 
"Red 2" is interval B. Their durations can be independently set 
in increments of 1 second ranging from 1 to 99 sec. 

The proposed traffic light control system consists of three 
functional units - timer controller (PLC client), traffic light 
controller (PLC server), and HMI that is used for manual 
controlling by the buttons in the GUI. 

The algorithm of the timer controller is responsible for 
switching the traffic light between daytime and night mode at 
specified times of the day as it is shown in Fig. 2. This is 
accomplished by creating a watch that sends requests to the 
PLC server through Modbus or Secure Modbus protocol each 
day at specified moments - t1 and t2 for changing its tag 
“operating mode”. Then, the PLC server switches operation 
mode of the traffic light system: from moment t1 to moment 
t2, the traffic light operates in daytime mode and from t2 to 0 
(24) and from 0 to t1 the traffic light operates in night mode. 
The times t1 and t2 are configurable. 

 

 

Fig. 2. Daytime and night mode of the traffic light system 
 
When the timer (PLC client) changes the value in the 

memory of the PLC server (from ‘0’ to ‘1’), it switches the 
traffic lights from daytime mode to night mode, and vice 
versa. 

The traffic light controller (PLC server) implements the 
algorithm of its operation during the daytime. The algorithm 
is implemented trough Ladder Logic (LAD). Part of the ladder 
diagram that contains changing the state of the traffic light 
from yellowAfterRed to GreenLight and from green light to 
yellowAfterGreen light is shown on Fig. 3. The traffic light 
system has also night mode with yellow flashing lights in all 
directions when the other lights are off. Communication 
between client and server (the two PLCs) is accomplished via 
the Modbus protocol. As it was mentioned above, the Siemens 

controllers used for the system implementation support both 
Modbus and Secure Modbus versions of the protocol. 

 

 

Fig. 3. Ladder diagram for changing the state of the traffic light  
 
Due to the limited volume of the paper, fig. 3 shows only 

part of the ladder-logic diagram [3] (Network 3 and Network 
4 are depicted) for the TP timer instructions in order to create 
a multiphase flip-flop. This diagram assumes appearing 
negative front as input pulse signal for this phase (time 
interval) when the previous phase expired. The first TP timer 
is preset with a value of 15 seconds and output “1“. 

When the “START” button on the HMI is pressed, the 
Network 1 (not depicted on fig.3 due to paper length 
constraints) is TRUE, the TP timer output Q is set to “1” for 
20 seconds (duration of interval A), and the lights "Red 1" and 
"Green 2" are on. When the time interval A expires, the traffic 
light system changes the state and goes to the next phase, in 
which the "Yellow" and "Red 1" glow together (tag 
"YellowAfter Red”). When this phase (time interval of 
“Yellow” =1s) expires, the next phase starts, causing the 
lights "Green 1" and "Red 2" to be on (fig. 3, Network 3, tag 
name “isGreenLight”). When this phase (time interval B) 
expires, “isGreenLight” negative signal edge is detected (fig. 
3, Network 4, --|N|-- instruction scans the operand for 
negative signal edge) and the last phase starts, causing the 
"Yellow" light to be on. Then, the loop starts from the 
beginning. 

The third node of the developed system is the HMI on 
which the buttons and textboxes for controlling are located. 
They implement the following functionalities when working 
with the timer controller: 

• Selection of the operating mode - by pressing the 
“Start” or ”Stop” buttons the logical signal level of the 
microcontroller is inverted, thereby assigning the operation 
mode of the traffic light system to day or night respectively; 

• Input the value of the time intervals (for red, yellow, 
and green signals). Using these controls, the required values 
for duration of intervals A and B are set. After setting the 
duration time of the intervals, they are recorded in the PLC's 
data memory.  

The HMI panel (SIMATIC HMI, KTP700 Basic) is 
configured with IP address 192.168.1.30 and communicates 
with the PLC controllers through the Profinet protocol.  
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The PLC controllers are configured with the following IP 
addresses: Client - 192.168.1.10 and Server - 192.168.1.20. 
For the communication between them, Modbus and Secure 
Modbus protocols are used. 

The "MB_SERVER" instruction [1] is used for 
communication as Modbus server over the PROFINET 
interface of the CPU. The "MB_SERVER" instruction 
processes the requests of a Modbus client and also receives 
Modbus requests and sends response messages. 

The implementation of Secure Modbus in TIA Portal is 
easy, as the only thing that has to be done is issuing or adding 
the certificates of the devices that have to communicate in 
encrypted way and replacing the CONNECT variable as it is 
shown in fig 4 (“CONNECTION” value of the variable is 
used for Modbus communication and 
“SECURE_CONNECTION” value is used for Secure 
Modbus). 

 

 

Fig. 4. Replacing the CONNECT variable from “CONNECTION” to 
“SECURE_CONNECTION” 

 
The algorithm for switching from Modbus to Secure 

Modbus communication includes the following actions: 
- Creating certificates for each device in the Secure 

Modbus communication; 
- Adding the certification authority to each device; 

- Importing the certificate to the respective device; 
- Configuring the devices to work with the 

certification authority and with the imported certificate; 
- Testing the Secure Modbus communication. Here, 

the devices use the lowest common version of TLS that all 
devices support during the handshake process. 

III. LABORATORY EXERCISE EXPERIMENT 

The aim of the lab is to explore the possibilities for 
conducting man-in-the-middle (MITM) attacks in industrial 
networks when using one of the most widely spread protocols 
- Modbus and then exploring the capabilities for protecting 
from MITM attacks by changing the communication protocol 
from Modbus to Secure Modbus. The lab is meaningful for 
the students due to the fact that Modbus is implemented in 
almost every PLC controller. 

After customizing the parameters of the ladder diagram of 
the traffic light system, students have to press the “START” 
button on the HMI to start the PLC server controller. 

There are some peculiarities for conducting the 
experimental cyberattack: 

• using Ettercap, hosts in the network are scanned, 
after which the client with IP address 192.168.1.10 is selected 
as target 1 and the server with IP address 192.168.1.20 is 
selected as target 2. After selecting the targets, an ARP 
poisoning attack of the network is performed; 

• After the ARP poisoning attack, using Wireshark, the 
Modbus packets sent (for reading and writing in the address 
space of the traffic light system) can be analyzed by the 
“hacker”. In real environment, this would expose to a risk the 
safety of people and cars, as the hacker will be able to affect 
the traffic light system. For example, when using the 
unprotected version of Modbus protocol, an external device 
using QmodMaster can read from the server the information 
about the operating mode of the traffic light system, then 
compromise it. In the case of the laboratory exercise, the 
“hacker” will be able to switch the traffic light system to night 
mode by writing "1" in the memory of target 2 (address 
40002). 

In order to simulate an attack, the students that act as a 
hacker use third PLC controller (fake client) that has Siemens 
S7-1200 Simulator Module with 8 Inputs connected to it. By 
changing the value of the switch SW1, that is connected to the 
fake client, students try to write "1" in address 40002 of the 
server memory. When using unprotected Modbus 
communication, the fake client can read and write data in the 
memory of the server controller of the traffic light system. If a 
student reads “1” from the tag in the server (192.168.1.20) 
memory as operating mode, he or she will be able to change 
this tag to “0”. As soon as the value for this tag becomes “1”, 
server controller goes to night mode and starts generating 
"Yellow" pulses as an output with intervals of 1 second, in 
which the light is on and 1 second, in which the light is off. 

Unlike unprotected Modbus, where by using sniffer 
software, the data in packets could be read, in protected mode 
- Secure Modbus (Fig. 5), the communication is encrypted, 
i.e. captured data are useless.  
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Fig. 5. Communication over Secure Modbus  
 
The data in the captured packets is in unreadable format and 

MITM attack could not be conducted (because crypto keys are 
2048-bit and it requires a significant time to break). 

Additionally, when using the secure communication, 
students that act as a hacker cannot send to the server 
controller valid requests for writing data in its memory, 
because their certificate (working on this controller) is not 
signed by the certification authority. 

During the lab exercise, it is discussed that IIoT security 
should be improved by using encrypted protocols, such as 
Secure Modbus (as it is shown on figure 5). The screenshot 
from Wireshark shows an encrypted connection between two 
Siemens industrial controllers - client and server. According 
to the author of the paper, ARP poisoning attacks can easily 
be prevented by statically configuring the ARP protocol. 

IV. CONCLUSION 

The proposed laboratory exercise investigates the security 
of a traffic light system (part of a smart city) implemented by 
using Siemens industrial controllers with connection between 
one another through Modbus and Secure Modbus protocols. 
The results obtained here are of great importance not only for 
engineering education but also for practice and cybersecurity 
of IIoT. Here are some notes for the implementation of the 
traffic light system: the power can be supplied to the traffic 
light lamp through optotriacs. In the control circuit of the 
optotriacs voltage of 24 V is applied through the relay 
contacts of the server PLC controller. Each traffic light lamp 
is connected to the power 230V outputs (line and neutral 
wires) of the optotriac module that is controlled by signals 
from the corresponding pins of this PLC controller. 
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