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Abstract—The increasing dependence of financial entities on 
interconnected ICT infrastructures, cloud services, automated 
processes and external technology providers requires digital 
operational resilience to be evaluated as an observable and 
measurable operational capability rather than solely as 
documentary compliance. This paper proposes a multi-criteria 
model for quantitative assessment of digital operational 
resilience in the context of Regulation (EU) 2022/2554 
(DORA). The model integrates six functional components: ICT 
risk governance and control, protection and prevention, ICT 
incident detection and response, digital operational resilience 
testing, recovery and continuity, and resilience to external ICT 
dependencies. Heterogeneous indicators are normalized and 
aggregated into a Digital Operational Resilience Score 
(DORS). A Critical Weakness Coefficient K is introduced to 
prevent high values in several areas from mathematically 
compensating for a critically weak capability, while the 
Resilience Gap (RG) measures the deviation between the 
actual and target levels of resilience. Functional verification 
through three scenarios produces DORS values of 87.20, 60.05 
and 50.74. The third scenario demonstrates the central effect 
of the correction mechanism: an aggregated score of 71.75 is 
reduced to 50.74 because of critically weak recovery capability. 
A sensitivity analysis further demonstrates the nonlinear 
behaviour of K below the accepted component threshold. The 
proposed approach therefore provides a structured link 
between DORA requirements, measurable ICT capabilities 
and decision-oriented resilience assessment. 

Keywords—digital operational resilience, DORA, ICT risk, 
cyber resilience, DORS, Critical Weakness Coefficient, 
Resilience Gap, ICT third-party risk. 

I. INTRODUCTION 
Digital transformation of the financial sector has led to an 

increasing dependence on information and communication 
technologies, cloud platforms, distributed information 
systems, automated services and external ICT providers. 
The sustainable operation of financial entities therefore 
depends not only on the protection of individual information 
assets, but also on the ability of the technological 
environment to continue supporting critical and important 
functions when an ICT disruption occurs [2], [4], [15]. 

Regulation (EU) 2022/2554 on digital operational 
resilience for the financial sector (DORA) establishes a 
harmonised European framework for ICT risk management, 
the management and reporting of ICT-related incidents, 
digital operational resilience testing and the management of 
ICT third-party risk [4]. The Regulation has applied since 
17 January 2025 and places particular emphasis on the 
ability of financial entities to withstand, respond to and 
recover from serious technological disruptions. 

This regulatory logic changes the traditional 
interpretation of information security management. The 
existence of technical controls, policies, continuity plans 
and risk-management procedures is necessary, but it is not 

sufficient evidence that a financial entity can preserve or 
restore its critical services during a real disruption. 
Operational resilience depends on whether the deployed 
mechanisms actually work, whether critical dependencies 
are known, whether detection is sufficiently rapid, whether 
containment is effective and whether recovery can be 
completed within acceptable operational parameters [4], 
[11], [12], [14], [15]. 

For example, the existence of a backup infrastructure 
does not automatically demonstrate recoverability if 
restoration has not been tested. Similarly, deployment of a 
SIEM platform does not establish effective monitoring if 
critical systems are missing from telemetry coverage. A 
contractual arrangement with a secondary provider does not 
necessarily provide substitutability if migration cannot be 
performed within the maximum tolerable interruption of the 
critical function. These examples show why a formal 
compliance state should be separated from an operationally 
measured resilience state [10], [11], [14]. 

Compliance Assessment ≠ Operational Resilience 
Measurement 

Regulatory compliance indicates the degree to which 
predefined requirements are fulfilled, while operational 
resilience measurement should characterise the actual 
technological and organisational capability available at a 
specific point in time. The distinction is especially 
important in highly interconnected environments, where a 
weakness in one dependency may propagate across several 
services and where the operational impact may not be 
visible from a documentary assessment alone. [1], [3], [15] 

From an engineering perspective, digital operational 
resilience can therefore be considered a multidimensional 
state determined by the interaction between governance, 
protection, detection and response, testing, recovery and the 
management of external dependencies. Because each of 
these capabilities can change, resilience itself should be 
treated as dynamic rather than constant [1], [3], [15]. 

DOR(t) = f(G(t), P(t), I(t), T(t), R(t), E(t)) 
DOR(t₁) ≠ DOR(t₂) 

A material change in one or more components may be 
caused by new vulnerabilities, ICT incidents, architectural 
modifications, test results, provider changes, configuration 
changes, new dependencies or deterioration of recovery 
performance. A single annual or static assessment can 
therefore become obsolete before the next scheduled review 
[4], [10], [14]. 

The objective of this study is to develop a multi-criteria 
model for quantitative assessment of the current digital 
operational resilience of financial entities in the context of 
DORA. The model is intended to transform heterogeneous 
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technological, operational and dependency indicators into a 
measurable result while preserving sensitivity to a critically 
weak capability that can independently compromise a 
critical or important function. 

To achieve the objective, the following tasks are defined: 
• identify and systematise the technological and 

operational components forming digital 
operational resilience; 

• develop a system of measurable indicators and a 
method for their normalisation and aggregation; 

• formalise the Digital Operational Resilience Score 
(DORS), Critical Weakness Coefficient K and 
Resilience Gap RG; 

• define an architecture for practical use based on 
observable technological data; 

• verify the functional behaviour of the model 
through scenarios with different resilience profiles 
and sensitivity to a critically weak component. 

The proposed approach is not intended to replace DORA 
compliance assessment. Instead, DORA is used as a 
framework for defining the relevant capability areas, while 
the actual measurement is implemented through a separate, 
interpretable mathematical structure. This distinction is 
important because the weights, thresholds and classification 
ranges introduced in the model are research parameters and 
not regulatory values prescribed by DORA [4]. 

II. TECHNOLOGICAL COMPONENTS OF DIGITAL 
OPERATIONAL RESILIENCE 

Digital operational resilience cannot be reliably 
represented by a single technical metric. It is formed by a 
set of interdependent capabilities through which the ICT 
environment supports critical and important functions under 
normal conditions, during disruption and throughout 
recovery. For an organisation Oi at time t, the proposed 
model defines the resilience vector [1], [3], [4], [15]: 

Xi(t) = [Gi(t), Pi(t), Ii(t), Ti(t), Ri(t), Ei(t)] 

The vector representation is retained even after a single 
integrated score is calculated, because the internal structure 
of resilience has analytical value. Two entities may have 
similar average values but very different operational 
weaknesses. A balanced profile and a profile with one 
critically low component should therefore not be interpreted 
as equivalent [1], [3], [15]. 

A. ICT Risk Governance and Control (G) 
The component G characterises the ability of the 

organisation to manage the ICT environment through 
established responsibilities, an up-to-date inventory of ICT 
assets, identified technological dependencies, controlled 
configurations and traceable technological risk. The 
assessment should reflect the actual manageability of the 
environment rather than only the presence of governance 
documentation [4], [5], [12], [13]. 

Potential indicators include the coverage and currency of 
the ICT asset inventory, the percentage of critical 
dependencies mapped to the services they support, the share 
of ICT risks with current assessments, the percentage of 
critical configuration changes subject to control, the 

implementation rate of corrective actions within defined 
deadlines and the availability of architectural dependency 
maps [4], [5], [12], [13]. 

G = f(g₁, g₂, …, gm) 

A formal policy should not automatically produce a high 
G score if the organisation cannot identify which 
technological components support a critical function. In 
operational terms, governance maturity is demonstrated 
through traceability, current information and control over 
changes, not merely through the existence of approved 
documents [4], [5], [12]. 

B. Protection and Prevention (P) 
The component P reflects the capability of the ICT 

environment to reduce the probability that a cyber threat, 
vulnerability or technological failure will result in the loss 
of critical functionality. The component covers technical 
controls related to identities, endpoints, networks, 
applications, data and communications [5], [12], [14]. 

Examples of measurable indicators include the share of 
critical assets with current security patches, MFA coverage 
for privileged and critical access, EDR/XDR coverage, 
degree of network segmentation, percentage of critical 
vulnerabilities remediated within established time limits, 
security configuration compliance and effectiveness of 
backup and data-protection mechanisms [5], [12], [14]. 

P = f(p₁, p₂, …, pm) 
EDR Installed ≠ EDR Effective 

The distinction between presence and effectiveness is 
important. A deployed tool may have limited resilience 
value when the required telemetry is unavailable, policy 
coverage is incomplete or configuration errors prevent the 
tool from performing its intended function. Therefore, the 
highest component values should be associated with 
demonstrated coverage and verified effectiveness. [5], [12], 
[14] 

C. ICT Incident Detection and Response (I) 
The component I characterises the ability to identify, 

analyse, classify, contain and respond to ICT-related 
incidents within time limits compatible with the criticality 
of the affected function. The component should measure 
actual response performance rather than the existence of an 
incident-management procedure alone. [4], [6], [10], [14] 

Relevant indicators may include Mean Time to Detect 
(MTTD), Mean Time to Respond (MTTR), the percentage 
of critical systems included in centralised monitoring, 
coverage of logs and telemetry, percentage of incidents 
correctly classified within established time frames, time to 
isolate affected components and degree of automation in 
correlation and response [6], [10], [14]. 

I = f(i₁, i₂, …, im) 

For time-based measures such as MTTD, MTTR and 
isolation time, a lower primary value means higher 
resilience. The model therefore uses inverse normalisation 
for these indicators so that all normalised values follow the 
common interpretation 0=minimum resilience and 
1=maximum resilience [1], [3], [10]. 
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D. Digital Operational Resilience Testing (T) 
The component T measures the ability of the organisation 

to verify the effectiveness of security, continuity and 
recovery capabilities under controlled conditions. A 
mechanism that has never been tested provides weaker 
evidence of resilience than a mechanism that has repeatedly 
demonstrated successful operation [4], [11]. 

The assessment may include coverage of critical systems 
by resilience tests, results from penetration testing, the 
percentage of successfully completed recovery scenarios, 
frequency of ICT incident simulations, remediation rate of 
test findings and verification of dependencies between 
interconnected services [4], [11]. 

T = f(t₁, t₂, …, tm) 
Test Performed ≠ Resilience Demonstrated 

A test should therefore contribute to a high T value only 
when it covers the relevant critical dependencies and when 
identified deficiencies are subsequently corrected. This 
prevents the model from treating testing as a formal activity 
disconnected from measurable improvement [4], [11]. 

E. Recovery and Continuity (R) 
The component R characterises the ability to restore 

affected ICT services and maintain critical and important 
functions within acceptable operational limits. It is one of 
the most important components for distinguishing 
information security from operational resilience, because 
compromise may occur even in a well-protected 
environment, while the final operational impact depends 
strongly on containment and recovery performance [11] [4], 
[11], [15]. 

Indicators may include actually measured recovery time, 
compliance with Recovery Time Objective (RTO) and 
Recovery Point Objective (RPO), percentage of 
successfully restored critical services during tests, usability 
of backups, availability of alternative technical resources 
and degree of failover automation [11]. 

R = f(r₁, r₂, …, rm) 
ΔRTOi = RTOactual,i - RTOtarget,i 

When ΔRTOi>0, actual recovery is slower than the 
acceptable target for the function and the component score 
should be reduced. Similar logic can be applied to RPO 
deviations and unsuccessful recovery tests. The model 
therefore uses measured recovery capability rather than 
relying on planned values alone. [11] 

F. Resilience to External ICT Dependencies (E) 
Modern financial services often depend on external cloud 

platforms, managed-service providers, software vendors, 
communication services and other ICT third parties. For this 
reason, resilience cannot be assessed independently from 
the broader technological ecosystem [7], [8], [9]. [4], [7], 
[8], [9] 

The component E may include the number of critical 
functions dependent on a provider, concentration of 
services, availability of alternative providers or technical 
substitution, estimated migration time, dependence on 
subcontractors, practical applicability of exit strategies and 

capability to continue critical functions during provider 
unavailability [7], [8], [9]. 

E = f(e₁, e₂, …, em) 

          External Dependency ≠ External Vulnerability 
High Dependency + Low Substitutability ⇒ Increased 
Resilience Risk 

A high level of outsourcing does not automatically imply 
low resilience. The decisive factors are whether the 
dependency is understood, contractually and technically 
controlled, substitutable within acceptable time limits and 
supported by tested continuity and exit mechanisms [4], [7], 
[8], [9]. 

G. Interdependence Between Components 
The six components do not function independently. 

Strong protection P does not guarantee resilience when 
recovery R is critically weak. High detection capability I has 
limited operational value if the organisation cannot contain 
the incident or restore the affected service. Similarly, strong 
governance G does not compensate for the absence of 
effective technical controls. [1], [3], [11], [15] 

The model therefore assumes a positive relationship 
between each component and overall resilience while 
recognising that a critically low component may become a 
limiting factor. This creates the need for a correction 
mechanism beyond ordinary weighted aggregation. 

DOReffective = DORaggregatedK 

The coefficient K introduced later in the model is 
specifically designed to preserve sensitivity to such a weak 
link. Without this correction, the arithmetic mean may 
overstate resilience because high results in several 
components can hide a value that is operationally 
unacceptable [1], [3], [15]. 

III. FORMALISATION OF THE ASSESSMENT MODEL 

A. System of Indicators and Normalisation 
Each component Xk is formed from a set of sub-indicators 

xkj. The indicators can be divided into positive and negative 
groups. Positive indicators are those for which a higher 
measured value represents higher resilience, such as 
monitoring coverage, MFA coverage or the percentage of 
successfully restored services. Negative indicators are those 
for which a higher primary value indicates lower resilience, 
such as MTTD, MTTR, actual recovery time, unresolved 
critical vulnerabilities or provider concentration [1], [3] 
xkj

norm ∈ [0,1]. 
For a positive quantitative indicator, min-max 

normalisation can be used [1], [3]: 

xkj
norm = (xkj - xkj

min) / (xkj
max - xkj

min) 

For a negative indicator, the relationship is inverted [1], 
[3]: 

                xkj
norm = (xkj

max- xkj) / (xkj
max- xkj

min) 

When the indicator is categorical, a discrete capability 
scale can be applied. A suitable initial scale is shown in 
Table I.
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TABLE I 

Step Operation 

Absent 0.00 
Initial 0.25 
Partially implemented 0.50 
Managed 0.75 
Proven effective 1.00 

The use of 1.00 should be associated with evidence of 
functioning effectiveness, not simply with the existence of 
a control. A recovery plan without a successful test, or a 
monitoring platform that does not cover critical assets, 
should therefore receive a lower value [11], [12], [14]. 

Control Existence ≠ Control Effectiveness 

B. Formation of Components Score 
After normalisation, each component is calculated as a 

weighted sum of its internal indicators: 

            Xk=Σαkjxkj
norm, Σαkj=1 

The weights αkj represent the relative importance of 
individual indicators within the corresponding component. 
At initial implementation they may be determined through 
expert judgement. When sufficient reliable operational data 
are accumulated, the weights should be empirically 
calibrated against observed incidents, recovery outcomes 
and service disruptions [1], [3]. 

The resulting component scores satisfy G, P, I, T, R, E ∈ 
[0,1]. Keeping each component separately visible allows the 
model to preserve the Resilience Vector even after the 
integrated score is calculated. 

C. Aggregated Digital Operational Resilience Score 
The aggregated score is calculated as: 

           SDOR = wGG+wPP+wII+wTT+wRR+wEE 
            wG+wP+wI+wT+wR+wE=1 

For the functional verification, the following initial expert 
parameterisation is used: 

Components Notation Weight 

ICT risk governance and 
control 

G 0.15 

Protection and prevention P 0.20 
Detection and response I 0.20 
Resilience testing T 0.15 
Recovery and continuity R 0.20 
External ICT dependencies E 0.10 
Total  1.00 

The weights are not defined by DORA and should not be 
interpreted as regulatory coefficients. They form an 
experimental parameterisation of the proposed model. A 
higher relative weight is assigned to P, I and R because these 
components directly characterise prevention, containment 
and restoration capability. 

DORSagg=100SDOR, DORSagg∈[0,100] 

D. Critical Weakness Coefficient K 
Using only a weighted average creates a methodological 

risk. Very high scores in several components may 
mathematically compensate for a critically low score in 

another component. In a real disruption, however, the 
weakest capability may independently determine whether a 
critical service can be maintained or restored [1], [3], [15]. 

Xmin=min(G, P, I, T, R, E) 

Let τ represent the minimum acceptable value of an 
individual component. When Xmin≥τ, no correction is 
required and K=1. When Xmin<τ, the coefficient is 
calculated as: 

K = (Xmin / τ)γ 

where γ > 0 determines the strength of the penalty. For 
the present verification, τ = 0.40 and γ = 0.5 are used. These 
values are experimental and require empirical calibration. 
The final score is: 

DORS = DORSaggK 

The coefficient operationalises the principle that an 
average capability level should not be accepted as high 
resilience when one essential capability is critically weak. 

High Average Capability + Critical Weakness ≠ High 
Operational Resilience 

E. DORS Classification 
DORS is defined as a normalised integrated value in the 

range 0–100 representing the current measured state of 
digital operational resilience after adjustment for a critical 
weakness. The following preliminary classification is 
proposed for interpretation of the verification results. 

 

DORS Level Interpretation 

0–20 Critical Immediate risk to sustainable maintenance 
of critical ICT functions 

>20–40 Low Significant deficits in one or more core 
capabilities 

>40–60 Moderate Core capabilities exist but substantial 
improvement is required 

>60–80 Resilient Good level of operational resilience 
>80–100 Highly 

resilient 
Developed and demonstrably functioning 
capabilities 

The thresholds are parameters of the research model and 
are not categories specified in DORA. In practical 
deployment they should be calibrated to the risk appetite, 
service criticality and observed operational performance of 
the assessed environment. [4] 

F. Resilience Gap RG 
A standalone DORS value shows the current state but 

does not determine whether that state is sufficient for a 
specific critical or important function. The model therefore 
introduces the Resilience Gap: 

RG = DORStarget - DORSactual 

If RG>0, a deficit exists; RG=0 indicates correspondence 
with the target; and RG < 0 shows that the current measured 
state exceeds the target. A positive-only deficit can be 
represented as RG⁺ = max(0, RG). 

The target should not be universal. A higher target may 
be required for a critical financial function with a low 
tolerance for interruption, complex dependencies or strict 
recovery objectives, while a supporting service may have a 
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lower acceptable target [4], [11]. 
DORStarget = f(Criticality, Impact, Dependency, Recovery 
Requirements) 

G. Dynamic Change of Resilience 
Because resilience is treated as a dynamic state, the model 

can be applied at successive time points: 

DORS(t₁), DORS(t₂), …, DORS(tn) 
                ΔDORSt = DORS(t) - DORS(t-1) 

A positive ΔDORSt indicates improvement, while a 
negative value indicates deterioration. The dynamic series 
can be correlated with specific events such as ICT incidents, 
resilience tests, corrective actions, infrastructure changes or 
provider changes. This provides a transition from a one-off 
assessment to continuous or periodic resilience monitoring. 
[4], [10], [14], [15] 

H. Summary Mathematical Structure of the Model 
The complete mathematical logic of the proposed 

approach can be expressed as a sequence that preserves the 
transition from raw technical observations to an 
interpretable operational decision. The starting point is the 
set of primary indicators xkj obtained from the ICT 
environment. After normalization, the indicators form 
component scores Xk, which are then combined into the 
aggregated resilience score. The critical-weakness 
correction is applied only when the minimum component 
falls below the accepted threshold, and the final DORS is 
compared with a target level through RG [1], [3], [15]. 

xkj → xkj
norm → Xk → SDOR → DORSagg → K → DORS → 

RG → Decision 

In expanded form, the effective score is: 

  DORS = 100(wGG+wPP+wII+wTT+wRR+wEE)K 

with K=1 when Xmin>= τ and K=(Xmin/τ)γ when Xmin< τ. This 
structure introduces two distinct forms of control over the 
final result. The weighting coefficients represent the relative 
contribution of the six functional capabilities, while K acts 
as a structural limiter that is triggered by an unacceptable 
weak link. The model therefore does not treat resilience as 
a simple arithmetic average. 

Three mathematical properties are important for 
interpretation. First, if all component values improve while 
K remains unchanged, DORSagg and DORS increase. 
Second, when Xmin crosses below τ, the final result becomes 
sensitive to the severity of the weakest capability. Third, the 
target comparison is external to the current-state 
calculation: changing DORStarget changes RG but does not 
change DORS itself. This separation prevents the measured 
capability from being confused with the level that 
management requires for a particular function. 

The model also preserves local diagnostic information. 
The scalar DORS is intended for summary interpretation, 
but the Resilience Vector remains available and should 
always accompany the final score in practical use. This 
avoids the loss of information that normally occurs when a 
multidimensional operational state is compressed into a 
single index. In this sense, DORS is not a replacement for 
the component profile; it is a decision-oriented synthesis of 

that profile [1], [3], [15]. 
A further methodological distinction is that the 

parameters have different roles. The weights wk express 
relative importance, τ expresses the minimum acceptable 
capability level, γ expresses sensitivity to a weak link, and 
DORStarget expresses the required level for the assessed 
function. Keeping these parameters separate makes the 
model transparent and enables each of them to be calibrated 
independently during future empirical validation. [1], [3] 

IV. FUNCTIONAL VERIFICATION OF THE PROPOSED MODEL 
The functional verification aims to establish whether the 

proposed model produces distinguishable DORS values 
when the component profile changes and whether the 
Critical Weakness Coefficient K adequately corrects the 
score in the presence of a critically weak capability. Three 
example scenarios are analysed. The values are 
experimental and the verification demonstrates 
mathematical behaviour rather than statistical or empirical 
validity. 

wG=0.15, wP=0.20, wI=0.20, wT=0.15, wR=0.20, wE=0.10 
τ = 0.40, γ = 0.5, DORStarget = 80 

A. Scenario 1 – High Digital Operational Resilience 
The first scenario represents an ICT environment with 

high and relatively balanced values across all six 
components: 

G=0.88, P=0.92, I=0.86, T=0.84, R=0.90, E=0.78 

The aggregated score is: 

SDOR1=0.15(0.88)+0.20(0.92)+0.20(0.86)+0.15(0.84)+0.2
0(0.90)+ 0.10(0.78)=0.872 

         DORSagg1=87.20 

The minimum component value is 0.78, which is above τ. 
No correction is activated: K₁ = 1, DORS₁ = 87.20, RG₁ = 
80 - 87.20 = -7.20 

The negative RG shows that the measured resilience 
exceeds the target level. The profile is classified as highly 
resilient and no individual component constrains the final 
score. The result is consistent with the balanced distribution 
of capabilities. 

B. Scenario 2 – Resilience Profile with Target Deficit 
The second scenario presents an ICT environment with 

established capabilities but lower values across all 
components: G=0.68, P=0.61, I=0.58, T=0.55, R=0.63, 
E=0.52, SDOR2 = 0.6005, DORSagg2 = 60.05 

The weakest component is E=0.52, which remains above 
τ, so K₂=1 and no critical-weakness correction is applied. 
              DORS₂=60.05, RG₂=80 - 60.05=19.95 

The environment reaches the resilient range, but the 
Resilience Gap shows a substantial deficit relative to the 
target level adopted for a critical or important function. This 
scenario demonstrates why absolute classification and 
target-based sufficiency should be analysed together. A 
score may be acceptable in general terms but still 
insufficient for a specific operational context. 
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C. Scenario 3 – Critical Weakness in Recovery 
The third scenario is designed to test the key 

methodological feature of the model. Most components 
have high values, but recovery and continuity are critically 
weak: 

G=0.90, P=0.88, I=0.82, T=0.85, R=0.20, E=0.75 
          SDOR3 = 0.7175, DORSagg3 = 71.75 

If only weighted aggregation were used, the result would 
fall within the resilient range. The minimum component, 
however, is recovery and continuity: 

Xmin3 = R = 0.20 < τ 
The correction coefficient is therefore activated: 

K₃=(0.20 / 0.40)0.5 ≈ 0.7071 
DORS₃=71.75 · 0.7071 ≈ 50.74 

RG₃=80 - 50.74=29.26 
After the correction, the effective resilience level moves 

from resilient to moderate. The result demonstrates that 
strong governance, protection, detection and testing cannot 
fully compensate for an inability to recover a critical 
service. In operational terms, the weak recovery capability 
can independently determine the duration and severity of 
service interruption. 

DORSagg3 = 71.75 ≠ DORS₃ = 50.74 

D. Comparison of Results 

Indicator Scenario 1 Scenario 2 Scenario 3 
G 0.88 0.68 0.90 
P 0.92 0.61 0.88 
I 0.86 0.58 0.82 
T 0.84 0.55 0.85 
R 0.90 0.63 0.20 
E 0.78 0.52 0.75 
DORSagg 87.20 60.05 71.75 

K 1.000 1.000 0.707 

DORS 87.20 60.05 50.74 

DORStarget 80 80 80 

RG -7.20 19.95 29.26 
Level Highly resilient Resilient Moderate 

The comparison demonstrates three properties. First, 
DORS responds to overall variation in component 
capabilities and differentiates the three resilience profiles. 
Second, RG provides contextual interpretation by 
comparing the measured state with the required target. 
Third, Scenario 3 proves that K prevents mathematical 
compensation of a critical weakness by high values in the 
remaining components. 

High DORSagg ⇏ High DORS when Xmin < τ 

E. Sensitivity Analysis of the Critical Weakness  
Coefficient 

The behaviour of K can be analysed for different values 
of the weakest component while τ=0.40 and γ=0.5 are held 
constant. 

Xmin K Interpretation 
0.40 1.000 No correction at threshold 
0.30 0.866 Moderate correction 
0.20 0.707 Substantial correction 
0.10 0.500 Strong correction 
0.05 0.354 Very strong correction 

The decrease is nonlinear. As the weakest component 

moves further below the minimum acceptable level, the 
final DORS is progressively reduced. The parameter γ 
controls the shape of this response. A smaller or larger γ 
would produce a different penalty curve, which means that 
the model can be calibrated to the operational sensitivity of 
a particular environment. 

This sensitivity mechanism is especially useful when the 
weak component corresponds to a capability that can 
independently cause a prolonged outage, such as recovery, 
critical monitoring coverage or a non-substitutable external 
dependency. The final calibration should therefore be based 
on observed operational consequences rather than selected 
arbitrarily. 

F. Analytical Interpretation of the Verification Results 
The numerical verification provides more information 

than a simple ranking of the three scenarios. It demonstrates 
how the three core mechanisms of the model - weighted 
aggregation, critical-weakness correction and target-gap 
measurement - operate jointly. Scenario 1 verifies the 
normal regime of the model, in which all component values 
are above the minimum acceptable threshold and the 
aggregated result remains unchanged. Scenario 2 verifies 
target sensitivity: the ICT environment is not critically 
weak, yet its measured state remains insufficient relative to 
the target adopted for a critical function. Scenario 3 verifies 
weak-link sensitivity, because the final result changes 
substantially even though five of the six component values 
are high. 

The difference between the aggregated and effective 
scores can be expressed as an explicit correction effect: 

ΔKi = DORSagg,i - DORSi 
For Scenarios 1 and 2, K=1 and therefore ΔK=0. For 

Scenario 3: 
         ΔK3 = 71.75 - 50.74 = 21.01 

Thus, the presence of the critically weak recovery 
capability produces a 21.01-point reduction of the final 
score. Relative to the uncorrected value, this corresponds to 
approximately 29.3% of DORSagg3. The correction is 
therefore materially significant and not merely cosmetic. It 
changes both the quantitative result and the qualitative 
interpretation of the resilience state. 

The three scenarios also demonstrate that DORS and RG 
answer different analytical questions. DORS answers how 
resilient the currently observed ICT environment is under 
the model, while RG answers whether that level is sufficient 
for the target associated with the assessed function. The 
distinction can be written as: 

DORS -> Current Measured Capability 
RG -> Distance from Required Capability 

This distinction is particularly important in financial 
infrastructures, because the same measured DORS may 
have different management implications for a supporting 
service and for a critical or important function. A value near 
60 may be tolerable for a low-impact supporting 
environment, but it may represent a substantial deficit when 
the function requires a target of 80 or higher [4], [11]. 

The verification therefore supports four functional 
properties of the proposed model: monotonic response to 
broad improvement or deterioration of component scores; 
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preservation of the weakest-link effect through K; 
contextual interpretation through RG; and traceability of the 
final result back to the individual resilience capabilities. 
These properties constitute the essential functional evidence 
produced by the current study. They do not replace 
empirical validation, but they demonstrate that the 
mathematical construction behaves consistently with the 
operational logic for which it was designed. 

G. Interpretation of the Main Experimental Findings 
The principal result of the verification is not the absolute 

numerical value of any single scenario, but the difference 
between the behaviour of DORSagg and DORS under a 
weak-link condition. Scenario 3 was deliberately 
constructed with five comparatively strong components and 
one critically weak recovery component. This profile makes 
it possible to test whether the model can distinguish between 
a generally mature ICT environment and an environment 
that may nevertheless fail to restore a critical service. 

The uncorrected value DORSagg3 = 71.75 would lead to a 
resilient classification. Such an interpretation would be 
mathematically valid for a conventional weighted-average 
model, but operationally incomplete because R = 0.20 is 
below the accepted component threshold. After K is 
activated, the final score becomes 50.74. The difference of 
21.01 points is therefore the measurable effect of the weak-
link correction in the test scenario. 

This result demonstrates the core hypothesis of the 
proposed model: operational resilience cannot always be 
represented by compensatory aggregation. In security-
control assessments, a high score in one domain can often 
compensate for a lower score in another because the purpose 
is to describe an overall control posture. In operational 
resilience, however, some capabilities are functionally 
indispensable. If recovery is unable to restore a critical 
service, high prevention or governance scores cannot 
eliminate the resulting interruption. The same principle may 
apply to detection, external dependency or another 
component when its failure independently prevents 
continuation of the function [1], [3], [11], [15]. 

Scenario 2 provides a second important result. The final 
DORS value of 60.05 is not reduced by K because no 
component is critically weak, but RG = 19.95 shows that the 
environment is still below the target level of 80. 
Consequently, the model distinguishes two different 
improvement situations: a structural weakness requiring 
urgent correction, and a broader capability deficit requiring 
systematic improvement. This distinction is directly useful 
for prioritisation. 

Scenario 1 completes the verification by showing the 
normal state in which a balanced component profile 
produces DORS = DORSagg and RG < 0. The three scenarios 
therefore cover the three principal analytical states of the 
model: target achieved without critical weakness; target not 
achieved without critical weakness; and target not achieved 
with a critical weakness. Together they provide a compact 
functional demonstration of the complete decision logic. 

The sensitivity table for K further supports the 
interpretation. At Xmin=0.30 the coefficient remains 0.866, 
while at Xmin=0.10 it falls to 0.500. The nonlinear form 

avoids an abrupt binary penalty and allows the correction to 
reflect the severity of the weak capability. At the same time, 
because γ is explicit, the strength of this response is 
transparent and can be modified during empirical 
calibration rather than being embedded in an opaque rule. 

The results therefore support the practical use of three 
outputs together: the component vector identifies where the 
weakness is located, DORS quantifies the effective current 
state, and RG quantifies the remaining distance to the 
required state. The combined output is more informative 
than a single compliance percentage or an uncorrected 
average score [1], [3], [15]. 

V. ARCHITECTURE FOR PRACTICAL IMPLEMENTATION 
Practical implementation requires DORS to be derived 

from observable and verifiable ICT data rather than only 
from documentary evidence, checklists or expert self-
assessment. The model can be implemented as an analytical 
layer above existing ICT-risk, monitoring, incident, 
continuity and third-party-management mechanisms. [4], 
[5], [8], [10], [12], [14] 

Data Sources → Data Processing → Indicators → 
Component Scores → DORSagg → K → DORS → RG → 
Decision 

A. Sources of Technological Data 
Relevant data sources include asset-management and 

CMDB systems, identity and access management systems, 
SIEM platforms, EDR/XDR solutions, vulnerability-
management tools, configuration-management systems, 
backup and disaster-recovery platforms, incident-
management systems, resilience-test results and registers of 
ICT services provided by external suppliers [5], [8], [10], 
[12], [14]. 

No single technological source can provide a complete 
resilience view. A CMDB can show dependencies, SIEM 
can show monitoring coverage and event detection, 
vulnerability platforms can show unresolved weaknesses, 
and backup systems can show backup status. However, the 
actual ability to recover a service must be confirmed by 
restore or disaster-recovery testing. [5], [10], [11], [12], [14] 

Single Source ≠ Complete Resilience View 

B. Correlation with Critical Functions 
A key architectural requirement is correlation between 

technical assets and the critical or important functions they 
support. The same vulnerability has different resilience 
significance depending on whether it affects a test system or 
a production component supporting a critical financial 
function. The technical state must therefore be interpreted 
together with functional criticality [4], [5], [13]. 
Technical State + Service Criticality → Resilience 
Relevance 

The relationship can be modelled as a dependency chain: 
Critical Function → ICT Services → Applications → 

Infrastructure → External Providers 
This mapping enables the model to distinguish local 

technical weaknesses from weaknesses that directly threaten 
the continuation of an important function. It also supports 
more accurate target setting for DORStarget [4], [5], [7], [8]. 
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C. Data Processing and Indicators Formation 
The input data originate from heterogeneous systems 

with different formats, units and sampling intervals. The 
implementation layer must therefore validate, correlate and 
transform the data before normalisation. Missing data, stale 
telemetry and inconsistent asset identifiers should be treated 
as data-quality issues because they can distort the resilience 
assessment [1], [3], [12], [14]. 

After processing, each source variable is transformed into 
a measurable indicator. For protection, this may include 
patch coverage, MFA coverage and vulnerability 
remediation. For detection and response, MTTD, MTTR 
and monitoring coverage may be used. For recovery, actual 
recovery time and successful restoration rate are particularly 
relevant. For external dependencies, substitutability, 
provider concentration and migration time can be included 
[5], [6], [8], [10], [11], [14]. 

The indicator design should maintain the principle that 
observed effectiveness has greater value than documented 
existence. For example: [11], [12], [14] 

Backup Available ≠ Recovery Proven 
Monitoring Tool Installed ≠ Effective Detection 

D. Resilience Vector and Diagnostic Use 
After normalisation, the six component scores form the 

Resilience Vector RV=[G,P,I,T,R,E]. The vector has 
diagnostic value because it reveals how the overall score is 
constructed. Consider the following two profiles: 

RV₁=[0.88, 0.90, 0.86, 0.82, 0.87, 0.80] 
RV₂=[0.91, 0.92, 0.85, 0.88, 0.24, 0.82] 

The first profile is relatively balanced. The second has 
high values in almost all areas but a critically low recovery 
capability. A single average score may partially hide this 
difference, which is why the component profile and the 
weak-link correction should both be preserved. [1], [3], [15] 

The assessment therefore answers not only “What is the 
DORS?” but also “Which capabilities form this DORS?” 
and “Which capability most strongly limits the current 
resilience state?” 

E. Decision Support 
The purpose of the model is not limited to calculating a 

score. The final values should support prioritisation of 
technical and management actions. A high DORS combined 
with RG ≤ 0 may support normal monitoring and periodic 
reassessment. A moderate DORS with a positive RG may 
require targeted improvement in the weakest components. 
A critical weakness activating K should trigger focused 
remediation because the limiting capability can 
independently affect the critical function. [4], [11], [14] 

The diagnostic use of argmin(G,P,I,T,R,E) allows the 
limiting component to be identified directly. If the minimum 
is R, recovery mechanisms should be prioritised; if the 
minimum is I, monitoring and incident response should be 
strengthened; if the minimum is E, the organisation should 
examine provider concentration, substitutability and exit 
arrangements. [4], [7], [8], [10], [11] 
Measurement → Diagnosis → Improvement → 
Reassessment 

F. Priority Model for Corrective Actions 
A practical advantage of preserving the component vector 

is that the assessment can be converted into a structured 
improvement priority rather than only a descriptive score. 
The first priority is the component identified by 
argmin(G,P,I,T,R,E), because it directly determines whether 
the critical-weakness mechanism is activated. The second 
priority is the component with the greatest weighted 
contribution to the Resilience Gap, while the third priority 
concerns dependencies whose deterioration could reduce 
several component scores simultaneously. 

For operational use, the following decision logic can be 
applied. If K<1, remediation should first address the critical 
component before attempting to optimise already strong 
domains. If K=1 but RG > 0, improvement should focus on 
the lowest weighted component values until the target is 
reached. If K=1 and RG<=0, the organisation can move 
from immediate remediation to monitoring, testing and 
maintenance of the achieved state. 

Condition Interpretation Primary management 
action 

K<1 
Critical weak 
capability 
present 

Immediate remediation of 
Xmin and validation of 
recovery/continuity impact 

K=1 and RG>0 

No critical 
weakness, but 
target deficit 
remains 

Prioritised improvement of 
lowest component scores 

K=1 and RG<= 0 Target achieved 
or exceeded 

Maintain controls, test 
resilience and monitor 
DORS(t) 

This priority logic is derived directly from the 
mathematical structure and does not introduce a separate 
scoring layer. It translates the model output into an 
actionable sequence while preserving transparency. In 
Scenario 3, for example, the first intervention is 
unambiguously recovery and continuity because R = 0.20 
both activates K and generates the largest operational 
limitation. Raising already high values such as G=0.90 or 
P=0.88 would have limited practical value until the recovery 
weakness is addressed. 

G. Operational Assessment Cycle and Reassessment 
The model is intended to support a repeated assessment 

cycle rather than a one-time certification-style 
measurement. A practical cycle begins with the definition of 
the assessed critical or important function and the mapping 
of the ICT services, applications, infrastructure and external 
providers that support it. The organisation then selects 
measurable indicators for the six components and defines 
data sources, measurement periods and data-quality 
requirements [4], [5], [7], [8], [12], [13]. 

After the initial calculation, the component profile should 
be reviewed together with DORS, K and RG. If K<1, the 
weak-link capability should be treated as the immediate 
limiting factor. If RG remains positive after remediation, the 
organisation should identify which remaining components 
contribute most to the target deficit. Corrective actions can 
then be linked to the relevant indicators, allowing the next 
assessment to show whether the intervention produced an 
observable improvement. 
Measure → Identify X_min → Correct → Recalculate 
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DORS → Recalculate RG → Verify Target 
The time dimension is especially important after 

significant events. An ICT incident may reduce I or R if 
detection or recovery performance is worse than expected. 
A resilience test may reveal deficiencies in T and R, while 
successful corrective action should subsequently increase 
the corresponding component values. A change of cloud or 
other ICT provider may alter E even if the internal 
protection and recovery mechanisms remain unchanged. 
DORS(t) therefore provides a common structure for 
comparing these different changes over time [4], [10], [11], 
[14]. 

Reassessment frequency should be risk-based. A stable 
supporting environment may be assessed periodically, while 
a critical function with significant architectural change, 
repeated incidents or substantial third-party dependency 
may require more frequent recalculation. The model does 
not prescribe one universal frequency; instead, it provides a 
consistent measurement structure that can be triggered by 
both periodic review and material change. [4], [13], [14] 

For governance purposes, every DORS calculation 
should retain the evidence used for the underlying 
indicators. This makes it possible to reproduce the score, 
explain changes between assessment periods and verify 
whether improvements reflect actual technical capability 
rather than a change in subjective scoring. Such traceability 
is essential if the model is used in internal audit, ICT-risk 
governance or management reporting [4], [12], [13]. 

The operational cycle also creates a basis for future 
empirical calibration. As repeated assessments accumulate, 
the organisation can compare DORS, K and RG with actual 
incident impact, recovery performance and service 
interruption. These observations can then be used to test 
whether the selected weights and thresholds correctly 
represent operational consequences and to adjust the model 
without changing its conceptual structure [1], [3], [10]. 

VI. SCIENTIFIC AND APPLIED CONTRIBUTION 
The main scientific contribution of the proposed 

approach is the formalisation of digital operational 
resilience as a dynamic, multidimensional and 
quantitatively measurable state based on observable ICT 
capabilities rather than a binary compliance condition. 

The principal elements of the contribution are: 
• representation of resilience through the six-

dimensional Resilience Vector [G,P,I,T,R,E]; 
• formalisation of the integrated Digital Operational 

Resilience Score DORS; 
• introduction of the Critical Weakness Coefficient 

K to prevent mathematical compensation of a 
critically low capability; 

• introduction of the Resilience Gap RG to measure 
deviation between the actual and target state; 

• representation of resilience as a time-dependent 
quantity DORS(t); 

• linkage of the mathematical model with 
measurable technological and operational 
indicators; 

• preservation of interpretability and diagnostic 

traceability from the final score to the individual 
component capabilities. 

The principal applied contribution is the possibility of 
integrating the model with existing technological sources 
and using the result to support prioritisation, remediation 
and resilience monitoring. The sequence can be summarised 
as: 
Regulatory Requirements → Technical Indicators → 
Measurable Resilience → Decision Support 

The model remains intentionally interpretable. Each final 
DORS can be traced back through K, the component profile 
and the original indicators. This transparency is important if 
the score is used in audit, risk management or management 
decision-making, because the organisation should be able to 
explain why a particular score was produced [1], [3], [15]. 

VII. DISCUSSION, LIMITATIONS AND FURTHER RESEARCH 
The functional results support the internal logic of the 

proposed mathematical construction, but several limitations 
must be recognised. The component weights, threshold τ, 
exponent γ, target level and classification ranges are expert-
defined research parameters. They are not prescribed by 
DORA and have not yet been statistically calibrated against 
a representative financial-sector dataset. [4] 

The three scenarios demonstrate functional sensitivity but 
do not establish predictive accuracy. A model may behave 
consistently in synthetic scenarios while still producing 
false-positive or false-negative interpretations in real 
environments. Empirical validation is therefore required 
before the score can be used as a predictive or comparative 
benchmark across organisations [1], [3], [15]. 

The quality of the result also depends on the 
completeness and reliability of the input data. Missing 
telemetry, stale asset inventories, incorrectly mapped 
dependencies or untested recovery information may create 
a misleading resilience profile. Data-quality controls should 
therefore form part of any production implementation [5], 
[10], [12], [14]. 

Future empirical validation should use real or reliably 
anonymised data on ICT incidents, MTTD, MTTR, 
recovery times, RTO/RPO deviations, resilience-test 
outcomes, critical vulnerability remediation, provider 
outages and interruptions of critical functions. Such data 
would allow the weights, τ, γ and classification thresholds 
to be calibrated and would make it possible to test whether 
DORS correlates with observed operational impact [1], [3], 
[10], [11]. 

Further development may include a more detailed 
treatment of concentration risk, cloud dependencies, 
architectural complexity and interdependencies between 
providers. The model may also be applied at different 
assessment levels: the financial entity as a whole, an 
individual critical function, a specific ICT service or a group 
of interdependent systems [7], [8], [9], [15]. 

In the longer term, a predictive component may be added 
after sufficient historical data are accumulated. The model 
could then estimate DORS(t+1) from current trends and 
known changes. Such development should preserve the 
interpretability of the core structure and should not replace 
evidence-based measurement with opaque prediction [1], 
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[3]. 

VIII. CONCLUSION 
This study develops a multi-criteria model for 

quantitative assessment of digital operational resilience in 
the context of DORA. The model transforms six interrelated 
technological and operational capabilities into normalised 
component scores, an aggregated Digital Operational 
Resilience Score, a correction for critical weakness and a 
Resilience Gap relative to a required target state. 

The functional verification produces final DORS values 
of 87.20, 60.05 and 50.74. The most significant result is 
Scenario 3, in which the ordinary weighted aggregation 
produces DORSagg=71.75 and would classify the 
environment as resilient, while the critically weak recovery 
capability R = 0.20 activates K and reduces the effective 
score to DORS=50.74. This confirms the methodological 
importance of distinguishing average capability from 
effective operational resilience. 

The Resilience Gap adds a second analytical dimension 
by showing whether the measured result is sufficient for a 
function-specific target. Together, DORS, K and RG 
provide a structure that preserves the overall state, the effect 
of a weak link and the distance from the required resilience 
level. 

The proposed model therefore creates a measurable and 
interpretable connection between DORA’s regulatory 
concept and the actual technical and operational capability 
of the ICT environment to maintain, protect and restore 
critical or important functions. Its next stage of development 
should focus on empirical calibration and validation with 
real operational data. [4], [15] 
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