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Abstract — This paper presents state of the art review of
cryptographic practices as well as a performance
evaluation of symmetric key encryption algorithms on an
Allwinner A13 based ARM embedded system - part of a fall
detection Ambient Assisted Living solution. The evaluated
algorithms are 5 modes of the AES (Advanced Encryption
Standard) symmetric encryption algorithm.
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I. INTRODUCTION

Ambient Assisted Living is a multidisciplinary area
whose focus is in building solutions that ensure higher
quality of life and independence of the elderly and
people with disabilities. One of the major requirements
to these systems which they share with the somewhat
broader area of the Internet of Things (10T) is to ensure
very high privacy, security and data integrity [1-3].

Encryption and authentication are two of the major
mechanisms for better application security. In terms of
encryption, there are two fundamentally different groups
of generic encryption algorithms — symmetric
encryption algorithms and asymmetric encryption
algorithms [4].

Characteristic of symmetric encryption is that both
communicating parties share a common secrete key. This
key is used for both encryption and decryption, thus
specific measures for secure key distribution have to be
taken. The most widely used symmetric encryption
algorithm currently is AES (Advanced Encryption
Standard) which is a block cipher with a 128, 192 or 256
bit key (128 bit keys are most widely used). AES is
considered both cryptographically secure and relatively
fast. It can be used in a variety of modes in order to
extend the basic block cipher into a stream cipher which
can be used to encrypt arbitrary length of data, such as
multimedia data. The AES modes whose performance
evaluation is presented in this paper are: CBC (Cipher
Block Chaining), CTR (Counter), OFB (Output
Feedback), CFB (Cipher Feedback) and GCM (Galois
Counter Mode) [5].
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The other group of encryption algorithms is
asymmetric algorithms. Characteristic of them is that a
couple of public key - private key is used. The public
key is publicly available to everyone while the private
key is kept secrete by the party which generated the key
couple, and is used only for decryption. The most widely
used asymmetric algorithm is RSA (named after the
names of its inventors — Rivest, Shamir and Adleman).
In contrast to AES, RSA cannot be extended to encrypt
large data such as multimedia — the maximum amount of
data that can be encrypted by it ranges in the order of
100-400 bytes depending on the length of the key (1024
— 4096 bits) [5].

As both RSA and AES have their benefits and draw-
backs, they are often combined into a hybrid scheme. In
it RSA is used for private key exchange between the
communicating parties (as a more secure alternative to
the classic Diffie-Hellman key exchange algorithm) and
once the communicating partied have agreed on a shared
secret key, AES is used for the actual data encryption.

In recent years much research effort is focused
towards encryption algorithms that are specifically
tailored to images and a lot of chaos-based schemes have
been proposed [6-8]. Unfortunately, due to the high
complexity of the security domain and the corresponding
cryptographic attacks, it is not enough for an algorithm
to be mathematically and cryptographically secure —
most of these new algorithms have been broken by side
channel attacks [9, 10]. Thus, it is recommended to
either use only established and well tested algorithms
and implementations, or to at least integrate them into
new schemes [5].

Finally, it should be noted that only encryption is not
enough for safe data transmission. Authentication is also
needed in order to ensure the authenticity and data
integrity of the communicating parties. Some block
cipher modes combine encryption with authentication
(such as GCM mode) but the majority of encryption
algorithms do not encompass authentication. For the
purposes of this study the encryption algorithms were
paired with the most widely deployed mechanism for
authentication - HMAC (Hash-based Message
Authentication Codes) [5].

The remainder of this paper is divided as follows —
Section |1 presents a brief overview of the AAL platform
that was used for the performance evaluation, as well as
the architectural overview of the cryptographic module.
Section Il presents the results of the experimental
evaluation of data encryption with the following modes:
CBC, CTR, OFB, CFB and GCM. Finally, Section IV
concludes the paper.
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Il. SYSTEM OVERVIEW

The system that was used as an experimentation
platform is an AAL gateway. The architecture of the
system is presented at Figure 1.
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Fig. 1. AAL system architecture.

The gateway serves as the control unit of a home-sized
distributed system which contains a variety of sensors
such as accelerometer, camera, etc. It is also responsible
for communication over the Internet with a remote
medical center. As the transmitted information is
predominantly personal (e.g. vital parameters, pictures of
the user, information about his/her physical condition)
all data should be encrypted and authenticated before
transmission. The device used as a gateway is Al3-
OlinuXino-WiF based on the A13 microcontroller with
ARM Cortex A8 core. It has a variety of communication
interfaces such as WiFi and Ethernet, 512 MB RAM and
4 GB flash memory. The board runs Debian Linux

The cryptographic module that we have set up as well
as the communication protocol between the gateway and
a remote server are presented at Figure 2.
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Fig. 2. Cryptographic module.

Before any encryption can take place, the two parties
(in our case the gateway and the remote server) have to
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establish a common secret key. RSA is used for the key
exchange. First, the remote server generates a 2048 bit
private key - public key pair and sends the public key to
the gateway. Then, the gateway generates a 128 bit AES
secret key as well as a 256 or 512 bit HMAC secret key,
encrypts them with the server's public key and sends
them back to the server. Than, the server decrypts the
message and extracts the two secret keys and the shared
secret between the server and the gateway is established.

Once the server and the gateway have shared the
authentication and encryption keys, the actual data
transmission can take place. The gateway deploys an
‘encrypt-then-authenticate' policy, according to which it
first encrypts the data to a ciphertext and then
authenticates the ciphertext, thus granting protection
against active attacks. Consequently at the server side,
the server first authenticates the received message and if
it is valid, it proceeds to decryption.

I11. EXPERIMENTS AND RESULTS

For the experiment a test image has been re-sized into
5 with different resolutions — 120x160 pixels (19.2 Kpx),
240x320 px (76.8 Kpx), 480x640 px (307.2 Kpx),
720x960 px (691.2 Kpx) ND 960x1280 px (1228.8 Kpx),
where Kpx stands for kilo pixels. It is highly unlikely
that images with higher resolutions will be transmitted
through the system so this dataset is exhaustive of the
use cases.

For the experiment every image resolution has been
encrypted with every one of the 5 AES-128 modes:
CBC, CFB, OFB, CTR and GCM, and for the modes
without authentication has been authenticated with
HMAC with underlying hash function SHA-256 or
SHA-512 (thus with 256 or 512 bit key). All the tests are
run 100 times each and the results have been averaged.
The tests are implemented in Python with the
cryptography module [11]. The results from this
runtime-based performance evaluation are presented at
Figure 3.
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Fig. 3. Performance Evaluation of AES-128 encryption modes.

As it can be seen from the figure, all the modes have
similar performance which is in the milliseconds range
even for the largest image resolutions. Out of these GCM
mode performs the best and has the added benefit of



automatic authentication. On the other hand this mode
uses one key for both encryption and authentication
which could be a drawback if the security of the system
is somehow compromised. In reality any scheme — GCM
or a combination of one of the other modes plus
authentication, provides enough security with low
additional processing cost. An example of un-encrypted
image and its corresponding encrypted image with the
GCM mode are presented at Figure 4.a and Figure 4.b.

a
Fig. 4. Un-encrypted image and its corresponding encryption in
AES-GCM mode.

IV. CONCLUSION

In this paper we have presented an overview of the
requirements to privacy and security from the
perspective of Ambient Assisted Living as well as a
snapshot of the established state of the art cryptographic
practices. An implementation of a secure data
transmission system on a fall detection AAL platform
has been illustrated. An evaluation of the runtimes of
five of the most common modes of the AES
cryptographic standard has been presented. Through this
experiment we have proved that we don't have to
sacrifice real-time responses for better security and that
it is feasible to develop a secure system on an embedded
platform with limited resources.

Future work will be concentrated on extending this
system with algorithms which are more focused on
image encryption as opposed to the currently deployed
generic AES schemes.
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