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PA3BBUTHUE HA CUT'YPHOCTA HA ERP CUCTEMMUTE

HNBeanna XuHOBA
TV - Cogus, bvaeapus
ihinova@tu-sofia.bg

DEVELOPMENT OF ERP SYSTEM SECURITY

Ivelina Hinova
TU-Sofia, Bulgaria
ihinova@tu-sofia.bg

Abstract. In recent years, increased levels of threats to ERP systems have been
detected. Therefore, additional tools related to the protection of business information
are needed. These are complex solutions related to internal and external risks,
maintenance, updating and data migrations for cloud ERP systems. Cyber defense is
emerging as a specific IT skill focused on vulnerability understanding, appropriate
response and centralized security monitoring. Security is an opportunity to upgrade
ERP systems and establish modern security and integrity policies. In addition to the
high degree of information, security of the system is the corporate administration of
IT infrastructure.

Keywords: ERP, security, cyber-attack, audit, database, control, monitoring,
authorization, password.

1. Introduction

Enterprise Resource Planning (ERP) systems allow better management of
business processes, starting from human resources, marketing, customers, finance,
accounting, warehouse, supply, projects and ending with production. They bring
together all the assets of an enterprise in one unified application, with centralized
business data. ERP systems contain critical data and important business information,
therefore there is a risk and high danger of external interference. According to a
number of recent studies, cyber-attacks are targeting ERP systems much more often,
which affects the security of the company, because even if only a small part of the
system is compromised by hackers, they will have access to a company's most
valuable assets organization in all directions. Therefore, the security of ERP systems
is the means that guarantees the safe operation of the company. In order to ensure the
storage of the important business information, it is necessary to take measures to
prevent intrusion into the database, which in practice is the protection of the ERP
system.

The subject of the present study is the security of ERP systems, and the aim is
to present the most effective methods of protection against cyber attacks used in
practice.

2. Exhibition

The security of ERP systems covers security in areas such as: network

infrastructure, operating system and database. This includes security for server
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configuration, user registration and authorization, communication in the ERP system,
and data integrity.

Implementation is by ensuring ERP system compliance with continuous
monitoring, audits and security protocol including emergencies. With modern
integrated information and communication systems, organized on a modular basis
with interconnections between their constituent parts, providing comprehensive
protection of ERP systems is a task with increased difficulty and a serious challenge
for monitoring and maintenance.

2.1. Critical generalities

In a large company, with many users at different levels, with mobile
applications, on a cloud platform, there are more opportunities for vulnerability in a
system.ERP systems have a complex system configuration that allows system settings
and user customization to be done very flexibly for users to perform their daily
routine duties in the specific application, so there are hundreds of authorization
objects in the systems.In cases where too many users have full rights and full access,
this puts the ERP system exposed to cyber attack because there is a lack of strict
requirements for authorization settings in ERP systems.

In the event of a failed system update, there is a possibility of potential
violations. Password security of individual users is important for the security of the
ERP system. Unfortunately, only 38%, according to the authors in (JSACPE 2022),
of large organizations use multi-factor authentication as a means of protecting their
users' accounts.

The chosen ERP platform provider, in most cases, offers a security solution
that is often not integrated with cyber security, due to a lack of employees in the
company who are not trained in system security management, which in turn further
increases the possibility of internal and external malicious interference in the system.

2.2. Good practices

Timely control, through the implementation of ready-made ERP solutions for
security, as well as their combination with other security operations, is of great
importance in the implementation of cyber security of integrated information and
communication systems in an organization. Communicating with employees at all
levels about the potential risks to the reliability of the ERP system and training them
to maintain its integrity is the guarantee of dealing with rapidly evolving threats and
cyber security.

Risk of insider intervention, which is due to interference caused by a lack of
awareness on the subject of cyber security, can be removed by rules and measures for
safe passwords, which are associated with more frequent software and security
updates to identify unauthorized access. This is one of the main requirements when
checking the company's financial documents to establish the reliability of the data
contained in them and their compliance with the current regulations.

Sensitive company data can be protected from internal and external intruders
through strict and precise control of access to up-to-date information. Each company
has its own cyber regulations, which are based on established best practices for
protecting systems from cyber attacks, depending on the complex nature of the ERP
system, such as size, component modules, and more. At different periods of time, it is
imperative that these prescriptions be changed according to the given circumstances.
Various authors (Balkan Services 2022, Charlie Hart 2021, Dragos 2020, ERP.bg
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2023) have united on several basic activities that maximally protect the system from
cyberattacks, because they allow to establish the interference and can recover the
affected information.

2.2.1. Determining the information to be protected

It is necessary at an internal level in an organization to identify and locate the
most important information, such as data and component modules. Consistently and
systematically, it is necessary to evaluate the possible consequences of potential
cyber attacks in these most important elements of the integrated information and
communication system, regarding the bottom line for the company. What is the
extent of damage, total and partial impact on the ERP system? What are the
deviations from the normal operation of the ERP system, from time delays to data
loss and network failure? Is it possible for routine operations to bypass the cyber
attack? For example: User information, according to the current GDPR regulation,
should be defined as critical. The main elements, such as First Name, Surname,
Family Name, Address, Email, Social Security Number, Telephone, appear in CRM,
Billing, Delivery, Warranty and Post-Warranty Support, etc., so it iS necessary to
identify the interfaces that provide access to them.

2.2.2. Road map to identify all interfaces with the system

In ERP systems, the flow of information is known. For security, it is necessary
to prepare a Roadmap to identify all interfaces in the system and all interconnection
points. From an IT management perspective, this is a difficult task and complex in
terms of the system landscape. The identification of all ERP system interfaces with
related information flows, through the roadmap, draws attention to those interfaces
that are not needed because they are duplicated, little used, or inherited from other
programs and can be reduced.

The creation of a roadmap depends on the volume of information and the
components of the ERP systems. The process of defining and analyzing all the
interfaces is long, according to the authors in (Federal Office for Information Security
2021) on the order of two months. Therefore, it is necessary to look at and study the
traffic of a router-network to trace the interfaces. There are various examples of
building a roadmap, for example by having a ring of firewalls around the ERP
landscape with the sole purpose of reading the messages coming in and out and
serving to detect data leakage.

Another option is to build digital twins by monitoring your own systems,
which are used to optimize processes in ERP systems and also for cyber security
purposes.

2.2.3. Middleware for monitoring data flows

A powerful security tool is the installation of middleware to which all
established and recognized interfaces are redirected. In this way, the flow of data
between the ERP system and the legacy environment is managed. The resulting
middle layer of centralized system interfaces is convenient for monitoring and quick
response when an interface is attacked.

The process of forwarding each interface connection to the middleware
depends on the type and volume of data being transmitted. Managing the transition
process on an interface-by-interface basis requires methodical and consistent tracking
of each change.

2.2.4. Reduced vulnerability of data flows
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With the introduction of middleware, risky interfaces begin to be
systematically eliminated or improved. Certain interfaces become redundant and are
not needed, so it is necessary to stop the flow of data flowing through them. This
greatly reduces the number of points through which they can launch an attack.

When remediating risky interfaces, those interfaces that are easiest to remove
for example, standard interfaces with data that do not need to be converted are
addressed first, followed by complex interfaces.

A common practice in ERP systems is the file transfer protocol (FTP), which is
convenient for hacking, as seen in Fig. 1. It is necessary to clean up acquired
technologies to remove vulnerabilities to delay the possibility of external unwanted
interference.

Secure FTP transmits in ciphertext (encrypted)
——— \ / N

man-in-the-middle
attacker

Server Client

Fig.1 Secure FTP (JSACPE 2022)

A risk assessment is required for all interfaces that are difficult to migrate,
which should consider how often they are used and what type of data they pass. After
analyzing the risk situations, a certain interface can be removed or kept, but with
additional monitoring.

2.2.5. Stop backing up "hacked" systems

A characteristic of ransomware, which prevents users from accessing their ERP
system until a ransom is paid, is that it starts by encrypting backup data. This means
that during the routine operation of the ERP system, already hacked data is archived,
which leads to the rapid spread of infected data in the system.

Therefore, it is necessary to consider when to run backups daily or weekly.
Having software available for daily network scans to detect ransomware increases the
chance of spotting an attack. When a system is certified clean, it can be safely backed
up and backed up. Nowadays, there are software for monitoring backup systems as
well as for atypical backup activities that provide clues to a cyber attack.

The authors in (Balkan Services 2022) consider the example, as an alternative
to real-time backup, of daily backup and saving a monthly historical image on a
separate network. In this model, it is necessary to be able to recover a random sample
of historical archive images, because if this is not achievable, it is imperative to
formulate a concept to limit the data loss to a maximum of the time of the historical
Image - 30 days. This option is relatively expensive, but the information available in
the system is very well protected.

2.2.6. The role of ERP system users and IT specialists.

Company employees directly involved in the operation of the ERP system at
operational levels should be trained on how to react to cyber attacks. Their practical
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experience should be used by cyber specialists to develop test situations related to
real examples. The users of the individual modules, as part of the relevant business
process, know in detail how the process proceeds, from the input data to the output
product, and they can understand what the consequences of a cyber attack are. During
the threat of external intervention, the joint work of the users of the ERP system and
the IT specialists gives the sequence of actions, with the priority of a specific
response. This ensures that responsiveness exercises are tested across end-to-end
processes rather than isolated business data. As a result of the interaction of both
parties, a protocol for neutralizing the cyber attack is documented.

2.2.7. A systematic approach to cyber-attack protection of ERP systems

In order to confirm the cyber security of the ERP system, it is necessary to
methodically, systematically and consistently apply best practices established in
practice. One of them is multi-factor authentication (MFA) and virtual private
networks (VPN) to restrict user access, as seen in Fig. 2.

PASSWORD VERIFICATION ACCESS
I .
i ' LOGIN REQUEST 5
[ssceiscss SUCCESSFUL
ETH v LOGIN

1STFACTOR 2ND FACTOR

Fig. 2 MFA&VPN (MONASH University 2023)

In order to detect exploitation and fraud, regular vulnerability scans of the ERP
system are performed to determine how long it takes to locate and neutralizing the
threat. ERP systems contain large data sets, and automated scans are quite slow, so
the best solution is to do this continuously for individual modules or parts of the
system, scanning the flow of a specific business process.

2.2.8. Security as code (SaC)

Using security as code (SaC) is the most effective method, in terms of speed
and quality, when securing cloud platforms, because the source code allows viewing
how they work, detecting errors and other actions. SaC defines the programmatic
standards for cybersecurity so that text settings files can be forwarded automatically.
Therefore, the transfer of software to other computer platforms is carried out with
source code. Infrastructure as code is the basis of security as code, evident from
Fig.3.

Fig.3 Workflow of Infrastuctute as Code (Code Signing Store powered by digicert 2023)
341



For this reason, migrating data from ERP system applications to the cloud is an
opportunity to modernize cybersecurity. Regardless of this fact, it is necessary to
continue to correct local ERP systems and update their support in a timely manner.

3. Conclusion

In addition to internal risks, there are also external malicious intrusions, so it is
necessary to use proven security practices for cyber protection of ERP systems.

ERP security solutions can monitor system settings, patch management,
authorization, or RFC (Request for Comments) Internet standards for network
communication as part of the modern computer industry for compliance. In order to
iImplement effective protection of ERP systems, it is necessary to centralize security
monitoring.The process of integrating local monitoring of ERP systems with fully
focused professional external monitoring adds value to cyber security and IT
operations in the system because such programs use UEBA (User Entity and
Behavior Analytics) — to realize and understand the nature of deliberate actions in
addition to rule-based monitoring. These additional tools enable continuous and
automated audits that track IT environments from cloud applications to IT
infrastructure and save time and money with out-of-the-box audit reports.

A comprehensive cybersecurity solution provides near-real-time monitoring of
the ERP system. Due to the ongoing monitoring and available information about
various events, it is possible to preserve the integrity of the data in the ERP system.
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