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Design of system for remote control of electrical 
appliances over the Internet 

 
Aleksandar Hristov 

Technical University of Sofia, Sofia, Bulgaria 
E-mail: ahristov@tu-sofia.bg 

 

Rumen Trifonov 
Technical University of Sofia, Sofia, Bulgaria 

E-mail: r_trifonov@tu-sofia.bg 
 
Abstract. The purpose of this paper is to present designing and prototyping a system for remote control 
of electrical appliances over the Internet using Arduino. Some technologies for remote control of 
electrical appliances are analyzed. Arduino is open source hardware which makes it suitable for 
designing a variety of devices, ranging from simple thermostat to aircrafts. Based on this analysis is 
determined that the client-server architecture for designing and prototyping an Arduino based system is 
the most suitable. Also, in this paper are proposed microcontroller program in C language and website 
for the system. 
 
Keywords: Arduino, C Programming, PHP Programming, Website, MySQL 
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MQTT 

-
Message Queue Telemetry Transport   MQTT. 

publish/subscribe 

 
MQTT 

MQTT 
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Open source 

Debian, Ubuntu, Fedora, RedHat Enterprise 
Linux, openSUSE, CentOS, ArchLinux, 
Slackware 

JavaScript, Python 
 

Arduino [4]. 

Access Control Lists
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2.1.  

-

 .1 ER 

 

 
 

. 1 ER  
 

  loginDB. 
 users id 

salt. 
CREATE TABLE users ( 
 id INT NOT NULL PRIMARY KEY, 
 user VARCHAR(255) NOT NULL UNIQUE, 
 pass BINARY(32) NOT NULL, 
 salt BINARY(32) NOT NULL  
); 

 salt - 

salt 
pass  : 

SELECT 

(
  )

SELECT 
users  loginDB. 

 
loginform p@s5w0rd
localhost, MySQL 

 
GRANT SELECT ON loginDB.users  
TO loginform@localhost 
IDENTIFIED BY 'p@s5w0rd'; 

users   
user 

salt 

RAND(). 
SHA2. 

SHA2(string, hash length)

-
-

UNHEX(), 

pass 
salt  

pass. 

2.2.  
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Arduino Uno [6], 
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Arduino Ethernet Shield 
W5500 [5] 
Arduino 4 Relays Shield [7].  

[1]. 
 

Arduino  

Ethernet 
Ethernet Shield

[2] 

Ehernet 
Ethernet.begin(mac, ip). 

-  
4

 

 timeout. 

 
 

. 4  
 

ON

startTime  

 
, 
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OFF 

, 

 
C [3]. 

3.  

 

- IoT. 
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