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Abstract: This paper covers the main concepts of smart cars — threats, security, privacy,
and a base overview of the technology.
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1. INTRODUCTION

The term “computer system security” covers the processes and mechanisms by
which important and sensitive information is protected from unauthorized access, alter-
ation or destruction, which could be a consequence, both of the actions of persons of
uncertain origin and of accidental events. Compared to other computer technologies,
the strategies and methods used in the field of computer security are very different,
mainly due to the special nature of the activity - prevention of unwanted computer ac-
tion, instead of providing a specific, desired way of operating the system.

Due to their nature, few 10T devices contain large amounts of sensitive data,
making traditional ransom attacks meaningless. As a result, cybercriminals are focusing
on completely blocking users' access to devices. At first glance, this may seem more
like an inconvenience than something else. But if, for example, this turns off the ther-
mostat in a consumer's home in the middle of winter, the consequences can be signifi-
cant. On a larger scale - such as compromising the thermostat controlling the refrigera-
tors in a grocery store, or the air conditioning in a data center - the motive behind this
new form of attack (and the threat they can be) becomes much clearer. [1][14].

2. AUTONOMOUS AUTOMOBILES - THE FUTURE OF TRANSPORT

An important development for the automotive industry is the awareness of the
context that a vehicle is familiar with its neighborhood (including the presence and lo-
cation of other vehicles). Modern cars now have a network of processors connected to
a central computer platform that provides Ethernet, USB, Bluetooth and IEEE 802.11
interfaces. Newer cars also have such features as:

e Event Data Recorder (EDR), inspired by the "black boxes" in the aircraft
(EDR records all basic data from the accident recovery vehicle);

e GPS receiver, the accuracy of which can be improved by knowing the road
topology (GPS is currently used in many navigation systems);

e Obstacle detection radar at distances up to 200 meters (such radar is often
used for adaptive cruise control) and a short-range radar or ultrasonic system normally
used for parking.
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However, a major barrier to development is that for a long time only a small
subset of vehicles will be intelligent, but security mechanisms, especially those involv-
ing wireless authentication, require most, if not all, vehicles to be "smart". As a result,
the authentication mechanism becomes a business challenge. An additional obstacle is
the negative perception that the population may have of such mechanisms - especially
the feeling of being constantly monitored by any authority. [1]

3. THREATS

Most users today want more and more connectivity of their devices to the outside
world from anywhere, which leads to potential system vulnerabilities and therefore to
their privacy. This applies not only to smart cars that are able to connect to home secu-
rity systems, smart TVs, smart refrigerators and other smart devices, but also to smart
homes and apartments, as well as personal data stored on such devices. They are all
connected through multiple networks, while their users are not necessarily aware of the
vulnerabilities of these systems. Users are more familiar with the security and vulnera-
bility issues of personal computers than those with mobile devices, which also include
smart cars and other 10T devices. [2][11]

Unauthorized persons may perform the following activities:Control process is
dived on three parts — pressure control loop (5 ms period), flow control loop (0.25 ms
period), discrete events control (0.1 ms period). Real-time scheduler has to activate each
of these parts according to its period and priority.

o Damage / loss (loss of information stored in the cloud, loss / leakage of
sensitive information - for payment, routine rules and the like when selling
the car, etc.);

o Eavesdropping / bugs / interception / abduction (repeated messages, when
there are no adequate protection measures, attackers can easily control the
stopping, control and other functions of the car);

o MITM - Man-in-the-middle or abduction of a session (potential financial
losses, uploading malware, obtaining a legitimate key for vehicle theft,
network data collection, etc.) ;

o Criminal offenses / abuse (denial of service (DoS, DDoS), which leads not
only to damage to the network, but also to unexpected behavior of the ve-
hicle; illegal access to the information system / network (attackers take
control of the vehicle));

° Disclosure of confidential information;

o identity fraud (most often as a result of cloning the key, aimed at misrep-
resenting the vehicle within the road infrastructure systems (toll payments,
etc.);

. Malware / malicious activity (using well-known routes for attacks against
Linux, Android and Windows environments. Subsequently, such attacks
are also carried out against smart cars). [2]
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4. SECURITY AND PRIVACY IN SMART CARS

Surprisingly, most people ignore the security and privacy issues that the evolu-
tion of automotive technology raises. Currently, each vehicle is registered with its na-
tional or regional authority, which assigns it a unique identifier, but in some parts of the
US and EU, registration authorities have made significant progress in electronic vehicle
identification and similar progress has been made towards machinery. , readable driv-
er's licenses. To allow wireless authentication of vehicles, these authorities must pro-
vide each vehicle with a private / public key pair, together with a shared symmetric key
and a digital identity and public key. Such bodies are likely to be cross-certified, allow-
ing each vehicle to verify the certificates of another vehicle.

To prevent abuse, the overall organization of the security architecture of such a
system must be very carefully designed, especially if it is implemented worldwide and
because of the information it will protect, so that registration authorities must create an
appropriate infrastructure for public keys. By virtue of this challenge, it is equivalent to
securing credit cards or mobile phones, but also involves newer, more difficult issues:
it must incorporate security features into strict real-time protocols, such as those used
to prevent accidents, securely physical location and distance, and support communica-
tion in highly sporadic groups of participants. [3]

Electronic vehicle tracking can be compared to Big Brother, depending on the
point of view, but it is a fact that the level of traffic monitoring is increasing. Public
acceptance of electronic tracking can be fueled by the prospect of improved safety and
optimized passenger traffic and potential revenue for manufacturers. Ultimately, pri-
vacy concerns have not prevented the widespread adoption of the Internet, cellular net-
works or electronic payment systems. Therefore, the right question is not whether it
should happen, but how to do it in the most desirable way. [1]

A. Electronic license plates

One of the main ideas is to call the certified identity that the vehicle provides via
wireless connection an electronic registration plate. Protocols that use such license
plates can be designed in different ways - for example, when the vehicle's engine is
running, it can periodically emit a beacon containing its electronic license plate, road
position, clock and current speed. In addition, it can store all related data in the EDR.
Alternatively, the vehicle can constantly listen to the environment and record the signals
it hears (ie it can hear beacons of other vehicles, whether the engine is running or off).
This latest design solution helps maintain complex services, but must be designed care-
fully because it requires a lot of energy. [4][16]

A possible application of electronic license plates is dynamic pricing. The built-
In navigation system (or alternatively the driver can check a website before leaving or
while driving from a cellular terminal) can offer a choice of routes to the driver, with
an estimate of current toll prices. The vehicle will then be charged when it enters the
connected toll zones.

Another way to use electronic license plates is to find drivers visiting the scene
of an accident: even if no vehicle is within radio range, the culprit is likely to soon pass
a parked car that can record its identity (Fig. 1). By questioning the EDR of nearby
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parked cars, police can seize the identities of all vehicles that have passed a particular
location at any given time.

765
The vehicle rolls
over a pedestrian.

A parked vehicle records
the fleeing culprit vehicle that passes by.

Fig. 1. A parked vehicle recording a fleeting one. The recorded data
can help the police identify the culprit. [1]

Although complex as an idea, electronic license plates are vulnerable to attack.
The first, obvious threat is the attempt by the owner (or thief) of the intelligent vehicle
to at least partially deactivate its communication and storage capabilities (in particular
EDR). Prevention is easier to automate electronic license plates than physical ones: we
can try to protect the physical EDR or trigger an alarm or warn law enforcement. [4]

The second threat is the personification attack: the owner of a vehicle intentionally
steals the identity of another vehicle and attributes it to his own car or vice versa. We can
prevent this type of attack by storing the identity of the car in hardware resistant to illegal
actions, its proper certification and the use of modern authentication protocols. Electronic
license plates are much more resistant to this type of attack than physical ones.

A more dangerous attack is denial of service: an attacker systematically or selec-
tively muffles the signals that vehicles exchange. There is no purely technical solution
to such attacks, which is one of the reasons we do not see a car that will cancel its driver
in the near future.

In order to use radio broadcast information to track the location of a car (and
therefore its driver) in a socially acceptable way, it must protect the driver's privacy, at
least until collisions occur. For this reason, the broadcast certified identity must be a
pseudonym that changes over time; only regional or national authorities should be able
to determine the relationship between a pseudonym and its real identity. (Since the car's
public key is also broadcast, it must also be changed periodically.) This way, any per-
sonal information that the electronic license plate transmits will be insignificant com-
pared to that provided by its physical counterpart. The quality of the scheme can be
expressed through the degree of anonymity we defined earlier. [5]

B. Location verification

The location of each car can be determined using GPS or road infrastructure; 1VC
(Vehicle to vehicle communication) can also help. Existing positioning and distance
estimation techniques assume that vehicles cooperate in determining or reporting their
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locations or distances, but some may try to report false distances or locations. The two
solutions for checking the location of vehicles are: [5]

B.1. Tamper-proof GPS

Each vehicle must have a tamper-proof GPS receiver that registers its location at
all times and provides this data to fixed stations or other vehicles in an authentic man-
ner. Fortunately, this does not require additional infrastructure and can be implemented
independently in any vehicle. One drawback, however, is its presence in urban envi-
ronments: buildings, bridges or tunnels often block GPS signals. Another disadvantage
IS that this option relies on so-called tamper-resistant hardware, which has well-known
weaknesses. [6]

The most serious problem with this approach is that GPS-based systems are vul-
nerable to several different types of attacks, including blocking, congestion, sponging,
and physical attacks. In addition, relatively inexperienced opponents can successfully
execute them. The most dangerous attack involves misleading the GPS receiver with a
GPS satellite simulator that produces fake satellite radio signals that are stronger than
legal ones. Such simulators are routinely used to test new GPS products and cost be-
tween $ 10,000 and $ 50,000. Some simple software changes to most GPS receivers
would allow them to detect relatively unwarranted spoofing attacks, but more complex
ones would still be difficult to detect. [6]

B.2. Verifiable multiateration

A second vehicle location check solution is based on road infrastructure and uses
distance limitation and multilateration. (Distance limitation ensures that the distance is
no greater than a certain value; multilateration is the same operation in several dimen-
sions.) This approach eliminates the need for tamper-proof hardware, but requires the
installation of a set of base stations controlled by a central power. The infrastructure
covers specific roads or city blocks, and can check the location of vehicles in two or
three dimensions. [7]

Verifiable multilateration works as follows: Four confirming base stations with
known locations perform distance limitation to the vehicle, the results of which give
them four upper limits on the distance from the vehicle. If the inspectors can unambig-
uously calculate the location of the vehicle using these distance limits, and if that loca-
tion falls within the triangular pyramid formed between the inspections, then they con-
clude that the location of the vehicle is correct. Equivalently, only three checks are
required to verify the location of the vehicle in two dimensions; the inspectors still con-
sider the location of the car to be correct if they can be calculated in a unique way and
if it falls into the triangle formed between them. [8][9]

This technology also intercepts remote attacks by external attackers: If an at-
tacker tries to drown out the signal that the vehicle sends to the inspectors and delay its
response, the inspectors detect this attack in the same way as if the vehicle itself ex-
tended the distance. The accuracy of distance measurements is very important. Today's
technology, based on time and time, is extremely broadband, can achieve an accuracy
of 15 cm for distances up to 2 km.
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Figure 2 shows an example of verifiable multilateration. The intuition behind the
technique is that a vehicle might try to cheat about its location. As we mentioned earlier,
the vehicle can only pretend that it is further from the veri than er than it really is be-
cause of the distancebounding property. However, if it increases the measured distance
to one of the veri rs ers, it would need to prove that at least one of these distances is
shorter than it actually is, to keep its claimed location consistent with the increased
distance. This property holds only if the claimed location is within the triangular pyra-
mid formed by the veri fi ers: if an object is located within the pyramid and it moves to
a different location within the pyramid, it will certainly reduce its distance to at least
one of the pyramid vertices. The same holds in two dimensions. [10]

Va

.+~ Communication tower
N

Fig. 2. Two examples of verifiable multilateration. Base stations v1, v2, v3, and v4 can verify
a vehicle’s location in three dimensions if the vehicle is located in the triangular pyramid that V1,
v2, v3, and v4 forms. Base stations vi1, v3, and v5 can verify a vehicle’s location in two dimensions
if the vehicle is located in the triangle formed by v1, v3, and v5. [1]

In a real deployment, the number of base stations would of course be much larger
than what we see in Figure 5; as a result, a vehicle would always be within the geometric
shape that three or four stations form.

5. MAIN PROBLEMS

The main problem that arises from all these technologies is related to the trans-
mission of all this information. The continuous exchange of data between all autono-
mous vehicles (and there will be a lot, both information and vehicles) will predispose
to the occurrence of many interferences and noises, which will interfere with good com-
munication between vehicles and other 10T devices as well.

The solution to this problem lies in the networks of the future — ultra-dense net-
works, edge computing and fog computing. They will be able to transmit huge amounts
of data in small and large spaces and will make the world of 10T possible.

6. CONCLUSION

Smart cars are one of the latest topics of discussion regarding 0T and smart de-
vices and remain an under-explored area. Recently, experts are paying more and more
attention to this problem, as the threats and risks affecting smart cars are growing in

64



proportion to the introduction of these new technologies and their use. The domain or
infotainment system used to display and connect to a variety of entertainment content
that drivers don't really need but want to have in the car remains the biggest problem
when it comes to protecting or securing a smart car. By attacking the infotainment do-
main with malicious code and / or exploiting the driver's own negligence, attackers are
able to cause more damage than by hacking personal computers (instead of simply
stealing personal data, which can lead to significant damage, as it can jeopardize our
identity, misuse of a vehicle can also jeopardize the physical well-being and safety of
both drivers and passengers). [12][13]

As smart cars become more accessible to all, the protection of drivers and pas-
sengers and the data they store on their mobile devices must not only be accompanied
by the introduction of device and car protection features, but also by providing appro-
priate training and awareness raising for all users who use smart cars in their daily lives.
Despite the abundance of security and protection mechanisms, people remain the weak-
est link in providing information security in general and smart cars in particular. It is
also important that devices used by drivers and passengers, as well as cars (usually
manufactured by several manufacturers), be certified to ensure a higher level of protec-
tion. At the same time, drivers should be informed of these problems when buying or
selling such cars. Smart cars should be used with caution and safety, just like any other
mobile device or computer. [2][15]
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